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(57) Abstract

An RFID tag (10) stores and retrieves data (34, 36, 38) using objects (32). Each object (32) includes an information field (34)

containing intelligence information regarding an item, an identifier code (36) representing the type of intelligence information in the

information field, and a size field (38) representing the size of the intelligence information in the information field. An RFID system (22)

interrogates an RFID tag (10) by requesting an identifier code (36) for a particular object. If the requested identifier code (36) is present in

the RFID tag (10), the tag (10) transmits the information field (34) and size field (38) of the object (32), or the entire object (32). Plural

objects (32) may be stored on a single RFID tag (10). The objects (32) are stored in the RFID tag (10) in any desired manner. The same

RFID system (22) may use RFID tags (10) with different memory management schemes for storing and retrieving objects (32).
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TITLE OF THE INVENTION

PROTOCOL FOR STORAGE AND RETRIEVAL

OF DATA IN AN RFID TAG WHICH USES OBJECTS

BACKGROUND OF THE INVENTION

5 Electronic article surveillance (EAS) systems for

detecting and preventing theft or unauthorized removal of

articles or goods from retail establishments and/or other

facilities, such as libraries, have become widespread. In

general, such security systems employ a security tag which

10 is secured to or associated with an article (or its

packaging) ,
typically an article which is readily accessible

to potential customers or facility users and, therefore, is

susceptible to unauthorized removal. In general, such EAS

systems are employed for detecting the presence (or the

15 absence) of a security tag and, thus, a protected article

within a surveilled security area or detection zone. In

most cases, the detection zone is located at or around an

exit or entrance to the facility or a portion of the

facility.
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One type of EAS system which has gained widespread

popularity utilizes a security tag which includes a

self-contained, passive resonant circuit in the form of a

small, generally planar printed circuit which resonates at a

5 predetermined detection frequency within a detection

frequency range. A transmitter, which is also tuned to the

detection frequency, is employed for transmitting

electromagnetic energy or an interrogation signal into the

detection zone. A receiver, tuned to the detection

10 frequency, is positioned proximate to the detection zone.

Typically, the transmitter and a transmitter antenna are

located on one side of an exit or aisle and the receiver and

a receiver antenna are located on the other side of the exit

or aisle, so that a person must pass between the transmitter

15 and receiver antennas in order to exit the facility. When

an article having an attached security tag moves into or

passes through the detection zone, the security tag is

exposed to the transmitted energy (the security tag is

interrogated) , resulting in the resonant circuit of the tag

20 resonating to provide an output signal detectable by the

receiver. The detection of such an output signal by the

receiver indicates the presence of an article with a

security tag within the detection zone and the receiver

activates an alarm to alert appropriate security or other

25 personnel.

Existing EAS systems of the type described above

and of other types have been shown to be effective in

preventing the theft or unauthorized removal of articles.

-2-
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Security tags of the type described used in a

particular store or chain of stores are typically identical.

Thus, all articles, regardless of size or value, which

include the security tag return an identical signal to the

5 receiver. Recently, passive resonant security tags which

return unique or semi-unique identification codes were

developed. U.S. Patents Nos . 5,446,447 (Carney et al . ) ,

5,430,441 (Bickley et al . ) , and 5,347,263 (Carroll et al .

)

disclose three examples of such security tags. These

10 security tags typically include an integrated circuit to

generate the identification code. Such "intelligent"

security tags provide additional information about the

article detected in the zone of the interrogator. These

intelligent security tags typically respond to, and transmit

15 signals, in the radio frequency range, and are known in the

art as "radio frequency identification (RFID) tags or

"intelligent security tags." RFID tags are used in RFID

systems

.

To minimize the cost of using RFID tags, it is

20 desired that the cost to produce the tag itself be very low.

in many applications, the tags are not reused and thus the

entire cost of the tag must be accounted for in the cost of

the tagged article. One problem in reducing the cost of

making RFID tags is that RFID systems currently in use must

25 rely upon tags having a particular memory configuration,

regardless of the application of the tag. This often

results in wasted memory space and/or needlessly complex

memory configurations.

-3-
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The actual data stored on a tag will vary-

according to the specific application. For example, a tag

attached to a food product may store identification and

freshness data, whereas a tag attached to an electronics

5 product may store only product identification data, such as

model number and/or serial number. The wide range of

potentially different tag applications makes it difficult to

design a single storage and retrieval mechanism for an RFID

tag which operates efficiently in the different

10 applications.

Some actual and potential memory configurations

are described below, along with their shortfalls:

Pre-allocated memories: The memory locations of

the tag are strictly pre-allocated. That is, each bit of

15 data storage is allocated to a particular function. For

example, in Fig. 1 of U.S. Patent No. 5,469,363 (Saliga)

,

the tag has an EEPROM memory which is segmented with a

predetermined string of bytes. Each grouping of bytes

performs a different function (e.g., lock, identification,

20 trace) . Since the memory locations are strictly pre-

allocated, it is not possible to use this tag in an

application that may require different types of information.

Also, if some of the pre-allocated functions are not

required, it is still necessary to provide a memory segment

2 5 for the unused functions.

Directory allocated memories: It may be possible

to emulate the memory architecture of computer hard drives,

wherein a directory would store the location and

identification of each block of information stored in the

-4-
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memory of the tag, as well as the location of unallocated

memory. When it is desired to write new information to the

memory, the new information would be written to the

appropriate locations.

5 One inherent limitation to using this type of

memory allocation scheme in RFID tags is that the number of

bits of information required to perform a transaction (i.e.,

to access a tag) is relatively large. For example, the

entire contents of the directory must first be read by the

interrogator before the location and/or contents of

specifically desired information stored in the memory of the

tag can be read or written. For tags with large memories,

the directory information itself can be much larger than the

size of the information desired to be read or written. In

RFID tag systems, and particularly where many tags may be

within the read or write zone of the interrogator, this

relatively high number of bits required to perform a

transaction limits the number of tags that can be accessed

per unit time. Speed limitations on information

transferring also arise because only selected RF channels

may be used in RFID systems, as determined by regulations

from governmental authorities (e.g., Federal Communications

Commission) who allocate radio spectrum bands, or as

determined by system architecture requirements.

Another inherent limitation to using a directory

allocated memory scheme in an RFID tag is that it is

difficult to limit access to the tag information, when

limited access is desired. In intelligent tags that are

used for retail or rental operations, it may be necessary to

15

20

25
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store information about the tagged article for which limited

access is desired. Limiting access to certain stored

information will prevent unauthorized persons from gaining

access to the information which may then be used for illicit

5 purposes. For example, information may be stored on the tag

which indicates current ownership of the tagged article

(e.g., article is owned by the store, or article has been

sold and is owned by the customer) . If access to this

information was obtained by an unscrupulous person, the

10 ownership information could be changed, or the ownership

information could be extracted from a legitimately sold

article and then stored into other like unsold articles in

the possession of the retailer. Then, the unsold articles

could be removed from the retailer without payment and

15 without the RFID system generating an alarm because the tags

associated with the articles would contain information

indicating that they had already been sold.

A directory allocated memory scheme has no

effective means for limiting access to information. While a

20 scheme exists to hide a directory entry, this scheme has an

inherent weakness which is a result of a related feature of

directory schemes wherein any part of the memory can be

directly accessed. The directory stores information related

to the location of all information blocks, including hidden

25 directory entries. One need only directly address such

locations to find the hidden entries. It is relatively easy

to read all of the memory locations within the tag, and by

using the unhidden directory information, determine the

-6-



WO 99/05659 PCT/US98/14579

complete contents of the tag, including the hidden

information

.

Other schemes are available to limit access to

stored information. For example, a lock and key mechanism

5 may be used wherein access to information would require a

"password" of some type (the key) to "unlock" the access

door. This scheme would be too easy to defeat if used with

intelligent tags. By merely monitoring the transactions

between the intelligent tag and the interrogator at the

10 point of sale, a thief could determine the password for

accessing a particular block of information. Furthermore,

if a lock and key mechanism was used, extra circuitry would

have to be included on the intelligent tag to ensure that

memory locations protected by a password are unreadable,

15 except after the password has been given. This extra

circuitry would increase the cost and complexity of the tag.

Encryption could be used to protect information on

an intelligent tag. Encryption offers better security than

password key systems. Encryption uses mathematical

20 techniques to re-map information in a way that is difficult

to decode without a key. One encryption approach would be

to select a particular encryption mechanism for the RFID

system and use it for some or all of the information to be

transferred between the tag and the interrogator. This

25 approach has the problem that, ultimately, the encryption

mechanism will be understood and therefore of no utility

over time

.

Another encryption approach involves dynamically

setting the encryption means by using one or more non-
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constant keys. This approach is traditionally used in

"smart cards" for which a very high degree of security is

required. Unfortunately, data encryption and decryption

circuitry is relatively expensive, and thus not practical

5 for use with disposable intelligent tags.

Yet another encryption approach might be to store

encrypted data in memory using the previously described

directory system. However, this approach also has its

drawbacks because encrypted data takes up many more bits

10 than unencrypted data. Thus, this approach also has the

negative impact of increasing the cost and complexity of the

tag

.

Despite the wide variety of techniques that may

used to store information in the memory of RFID tags in a

15 manner which protects the information from being read by

unauthorized persons or from being improperly altered, there

is still a need for a tag memory management technique which

minimizes data storage and transfer requirements, is

flexible, is inexpensive to implement, and yet provides

20 adequate security against most attempts to defeat it. The

present invention fulfills such needs by obj ect izing" the

information to be stored in the memory of the tag and

transferred between the tag and the interrogator. That is,

the information to be stored and transferred is identified

25 and managed by the tag as a group of information blocks or

objects, each of which can be uniquely identified.

-8-
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BRIEF SUMMARY OF THE INVENTION

The present invention provides a memory for a

radio frequency identification (RFID) tag. The memory

includes one or more objects* Each object includes an

5 information field containing intelligence information

regarding an item, an identifier code representing the type

of intelligence information in the information field, and a

size field representing the size of the intelligence

information in the information field.

10 one embodiment of the invention provides a

security tag associated with an item. The security tag

includes an integrated circuit having a memory for storing

one or more objects and for outputting one or more of the

objects as a response signal upon interrogation of the

15 security tag by a selected interrogation signal. Each

object includes an information field containing intelligence

information regarding the item, an identifier code

representing the type of intelligence information in the

information field, and a size field representing the size of

20 the intelligence information in the information field.

Another embodiment of the invention provides an

RFID surveillance system for using the RFID tag.

Another embodiment of the invention provides a

method for communicating between an interrogator of a

25 surveillance system and a security tag associated with an

item. The security tag includes an integrated circuit

having a memory for storing one or more objects. Each

object includes an information field containing intelligence

information regarding the item, an identifier code
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representing the type of intelligence information in the

information field, and a size field representing the size of

the intelligence .information in the information field. The

method comprises the steps of transmitting a request signal

5 from the interrogator which contains an object identifier

code, receiving the request signal in a security tag,

searching the security tag memory to determine whether the

requested object is stored therein, and transmitting at

least the information field and the size field of the

10 requested object if the requested object is stored in the

security tag memory. The transmission is received by the

interrogator.

Another embodiment of the invention provides a

protocol for interaction between an interrogator of a

15 surveillance system and a security tag associated with an

item. The security tag includes an integrated circuit

having a memory for storing one or more objects. Each

object includes an information field containing intelligence

information regarding the associated item, an identifier

20 code representing the type of intelligence information in

the information field, and a size field representing the

size of the intelligence information in the information

field. The method comprises the steps of transmitting a

control message from the interrogator which contains an

25 object identifier code, receiving the control message in a

security tag, searching the security tag to determine

whether the object to which the object identifier code

pertains is stored in the security tag, and performing a

control function if the object is stored in the security
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tag. The control function may be to cause the security tag

to transmit the object, to delete the object from its

memory, to alter -its memory so that the object cannot be

deleted, or to change the contents of the information field

5 of the object stored in its memory.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing summary, as well as the following

detailed description of preferred embodiments of the

invention, will be better understood when read in

10 conjunction with the appended drawings. For the purpose of

illustrating the invention, there are shown in the drawings

embodiments which are presently preferred. It should be

understood, however, that the invention is not limited to

the precise arrangements and instrumentalities shown. In

15 the drawings:

Fig. 1 is a block diagram schematic of a security

tag suitable for use with the present invention;

Fig. 2 is a functional block diagram schematic of

an interrogator suitable for use with the present invention;

Fig. 3 is a representation of the contents of a

memory for the security tag of Fig. 1 for storing one or.

more objects;

Fig. 4 is a functional block diagram of a sample

memory for the security tag of Fig. 1 showing a memory

25 allocation scheme for storing one or more objects;

20

-11-
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Fig. 5 is a sample correlation table which relates

object identifier codes with their corresponding

intelligence information;

Figs. 6A and 6B are schematic block diagrams of

5 first and second system environments for using the security

tag of Fig. 1 having one or more objects stored thereon; and

Fig. 7 is a flowchart of a process for detecting

whether a security tag has been subjected to tampering.

DETAILED DESCRIPTION OF THE INVENTION

10 Certain terminology is used herein for convenience

only and is not be taken as a limitation on the present

invention. In the drawings, the same reference numerals are

employed for designating the same elements throughout the

several figures.

15 pig. i shows general details of a sample RFID tag

10 suitable for use with the present invention. The

security tag 10 includes a passive resonant radio frequency

(RF) circuit 12 for use in detecting when the tag 10 is

within a zone monitored by a reader or interrogator, as is

20 well-known in the art. One well-known type of circuit 12

has a coil antenna 14 and a capacitor 16 which together form

a resonant circuit with a predetermined (operational)

resonant frequency (i.e., the selected radio frequency).

Power for the security tag 10 is derived from the antenna 14

25 in a conventional manner. Furthermore, the security tag 10

includes an integrated circuit (IC) 18 for providing

"intelligence" to the security tag 10. The IC 18 is

-12-
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connected to the circuit 12. The IC 18 includes a

programmable memory 20, as described below, for storing bits

of identification or other data. The IC 18 outputs a data

stream comprised of stored data when sufficient power is

5 applied thereto. In one embodiment of the invention, the

data stream creates a series of data pulses by switching an

extra capacitor (not shown) across the coil antenna 14 for

the duration of the data pulses. This changes the resonant

frequency of the RF circuit 12, detuning it from the

10 operational frequency. Thus, instead of the RF circuit 12

returning a simple response signal at a single operational

resonant frequency, it returns a modulated signal containing

a packet of preprogrammed information from the memory 20.

The packet of information (data pulses) is received and

15 processed by interrogator receiving circuitry and is decoded

(if necessary) to provide identification and/or other

information about the tagged article. Other methods of

using the data in the IC memory 20 to output identification

data from the security tag 10 are within the scope of the

20 invention. The IC 18 is preferably also a passive device

and is powered in the same manner as the RF circuit 12

(i.e., by using energy received at the antenna 14 from the

interrogator transmitter signal) . The security tag 10 is

thus a so-called RFID tag. Other types of RFID tags may be

25 used with the present invention. Examples of other RFID

tags which have circuitry suitable for use as part of the

circuitry of the security tag 10 are shown in U.S. Patents

Nos. 5,446,447 (Carney et al.), 5,430,441 (Bickley et al
. ) ,

and 5,347,263 (Carroll et al . ) .

-13-
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Fig. 2 is a block diagram schematic of a typical

reader or interrogator 22 suitable for use with the security

tag 10 of Fig. 1. The interrogator 22 and the security tag

10 communicate by inductive coupling, as is well-known in

5 the art. The interrogator 22 includes a transmitter 24,

receiver 26, antenna assembly 28, and data processing and

control circuitry 30, each having inputs and outputs. The

output of the transmitter 24 is connected to a first input

of the receiver 26, and to the input of the antenna assembly

10 28. The output of the antenna assembly 28 is connected to a

second input of the receiver 26. A first and a second

output of the data processing and control circuitry 3 0 are

connected to the input of the transmitter 24 and to a third

input of the receiver 26, respectively. Furthermore, the

15 output of the receiver 2 6 is connected to the input of the

data processing and control circuitry 30. Interrogators

having this general configuration may be built using

circuitry described in U.S. Patents Nos . 3,752,960,

3,816,708, 4,223,830 and 4,580,041, all issued to Walton,

20 all of which are incorporated by reference in their entirety

herein. The physical implementation of the interrogator 22

is dictated by the specific application (e.g., taking,

inventory, monitoring an exit, checking out) .
Two known

implementations of interrogators 22 which are suitable for

2 5 use with the present invention are a pair of smart pedestals

(not shown) and a hand-held RF-ID scanner.

In the preferred embodiment of the invention, a

predefined set of security tags 10 are prepared to be

associated with a predefined items. More specifically, the
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10

security tags 10 are prepared to be associated with, and

applied to a predefined set of articles (not shown) ,
unique

or semi -unique security tag information is assigned to each

security tag 10, the security tags 10 are programmed

accordingly, and the security tags 10 are attached directly

to each article or to the packaging of each article.

Alternatively, the tags 10 may be programmed after they are

applied to the articles. In the disclosed embodiment, one

security tag 10 is associated with each article.

Fig. 3 is a block diagram of non-volatile memory

allocation in the memory 20 of a tag 10 which depicts

information blocks or objects 32 stored in the memory 20 of

the tag 10. Each object 32 includes at least a data field

or information field 34 containing intelligence information

15 regarding the tagged article, an identifier code 36

representing the type of intelligence information in the

information field 34, and a size field 38 representing the

size of the intelligence information in the information

field 34. In some applications, only one object 32 is

20 stored in the memory 20. In other applications, two or more

objects 32 are stored in the memory 20. Each object 20 has

a unique identifier code 36. The maximum number of objects

32 which can be stored in a tag 10 is limited solely by the

size of the memory 20 and the size of the objects 32.

25 In the example shown in Fig. 3, the identifier

code 3 6 is four bits in length, allowing for sixteen

different identifier codes 36. In a commercially suitable

embodiment of the invention, the identifier code 36 may be

of some other size such as a thirty-two bit code. In the
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first object 32, the information field 34 has a length of

sixteen bits, so the size field 3 8 is a binary sixteen or

"10000". In the second object 32, the information field is

twenty bits in length, so the size field 38 is a binary

5 twenty, or "10100". The length of the information field 34

may vary from object to object, both within a single tag,

and from tag to tag. Fig. 3 shows both identifier codes 36

as having the same number of bits. For a given system of

RFID tags and interrogators, the length of the identifier

10 codes 36 and size fields 38 are preferably constant (i.e.,

all tags 10 in a given system preferably have identifier

codes 3 6 and size fields 38 of the same bit length)

.

However, the lengths of identifier codes 3 6 and size fields

may vary from system to system. Variable bit length

15 identifier codes 36 and size fields 38 are within the scope

of the invention, but are not preferred because they

increase the complexity of the data storage scheme, the tag

interrogation procedure and the object retrieval process.

In prior art tag memory allocation schemes, such

20 as illustrated in Fig. 4 of U.S. Patent No. 5,469,363

(Saliga et al . )
, a consecutive string of memory locations

are used to store tag data. In the present invention, it is

not necessary to store the object 32 as a consecutive string

of data bits or bytes. Furthermore, the object 32 may be

25 compressed and thus may not resemble the actual information

if viewed in compressed form. Thus, Fig. 3 merely shows the

type of data stored in the tag's memory 20, not the

preferred manner of organizing or storing the data therein.

-16-



WO 99/05659 PCT/US98/14579

Fig. 4 shows an example of a memory allocation

scheme for storing one or more objects 32 in a tag memory

20. The approach in Fig. 4 is a modified version of the

prior art linked list data structure. In Fig. 4, the memory

5 2 0 contains five objects 3 2 stored in consecutive rows of

memory space, each object including an identifier code 3 6

(ID) , a size field 38 (SZ) and an information field 34

(INF) . An optional end of data field 39 (EOD) may be placed

at the end of the last stored object 32. Memory is

10 allocated from left to right and from top to bottom. When

searching the memory 2 0 for a particular object, the memory

manager (not shown) examines each of the ID and SZ fields

36, 38. Beginning at the upper left of the memory 20, each

ID field 36 is compared with the identifier code of the

15 object being searched for. If they are not the same, the

memory manager increments a pointer by the sum of the sizes

of the ID, SZ and INF fields, respectively, to point to the

ID field of the next object 32, i.e., toward the right and

downward. (The size of the INF field is obtained from the

20 SZ field.) The process is repeated until an ID field

matches the one being searched for, or until the last object

has been examined (as indicated, for example, by reaching

the EOD field 39, failing to locate another ID field after a

predetermined period of time, or by any other suitable

25 means)

.

When an object 32 is added to the memory 2 0 of

Fig. 4, it is always added to the end of the linked list.

If an EOD field 39 is used, it is moved to the end of all

the objects 32. When an object 32 is deleted from the
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memory 20 of Fig. 4, all of the objects 32 which follow the

deleted object are moved back in space so that no gaps are

left between consecutive objects 32.

The memory allocation scheme of Fig. 4 may also be

5 modified to store plural objects 32 in nonconsecutive memory

locations even though such a scheme may reduce the storage

efficiency and increase the complexity of the object search.

Fig. 5 is a sample correlation table 40 which

relates identifier codes 36 to intelligence information

10 associated with respective information fields 34. For

example, identifier code "1001" may be associated with an

information field 34 containing the expiration date of the

tagged article (e.g., 12/30/97 or 01/06/98) whereas

identifier code "1010" may be associated with an article

15 owner (e.g., store X or purchasing consumer Y)
.

Data in the

information field 34 may be fixed or locked, such as in the

case of an expiration date, or it may be changeable, such as

in the case of an article owner. The ability to change data

stored in a memory of a tag 10 is well-known, and thus is

20 not described further in detail. In Fig. 5, data in the

information field 34 represents one piece of intelligence

information. However, it is within the scope of the

invention to represent more than one piece of intelligence

information within a single information field 34. Also, the

25 number of bits or bytes in the information field 34 may

exceed the number necessary to store the desired

intelligence information. Thus, the information field 34

may be four bytes, even though it may be possible to code
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the ownership or expiration date information in less than

four bytes

.

Referring again to Fig. 3, only two pieces of

information are required for memory management of each

5 object 32, the identifier code 3 6 and the size field 38. As

discussed above, the identifier code 36 is required to

uniquely identify each of the objects 32 stored on the tag

10. The size field 38 is required to understand how to

delimit the object 32 so that the information field 34 can

10 be properly extracted. The size field 3 8 may also

optionally be used for allocating space in the tag's memory

20.

To store intelligence information on a tag 10

,

such as when the tag 10 is initially brought into service

15 and attached to an article, the following steps are

performed:

(1) An entire object 32 is sent to the tag 10 by

an interrogator 22. The parts of the object 32 may be sent

in any order as long as there is a way to properly delimit

2 0 the various parts within the tag's memory 20.

(2) The tag 10 determines whether it can store

the object 32. If so, the object 32 is stored and an

acknowledgment message is returned to the interrogator 22.

The interrogator 22 does not control how the object 32 is

25 stored within the tag 10, nor does the tag 10 communicate

such information back to the interrogator 22. If the tag 10

cannot store the object 32, a failure message is returned to

the interrogator 22.
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Preferably, the object 32 is encoded for extra

security and/or for error detection and correction. The

encoding step may involve adding extra, redundant bits of

information to the object 32 which may or may not be stored

5 in the tag's memory 20.

To read information from a tag 10, the following

steps are performed.

(1) Interrogator 22 sends out a signal asking the

tag 10 to transmit a particular object. For example, the

10 signal may ask the tag 10 to transmit its date object (i.e.,

the object having identifier code 1001) . The signal may be

continuously transmitted, or may be transmitted only once,

or a discrete number of times.

(2) If the tag 10 contains a date object, the tag

15 10 preferably responds by transmitting the entire date

object 32. Alternatively, the tag 10 responds by

transmitting only the information field 34 and size field 38

of the object 32. If the tag 10 does not contain a date

object, a failure message or some other type of

20 predetermined message is returned to the interrogator 22.

Alternatively, no tag transmission occurs and the absence of

a transmission is interpreted by the interrogator 22 as

meaning that no such object 32 exists on the tag 10.

Step (1) of the reading process may be preceded by

25 an interrogator control message asking whether a particular

object 32 is stored on a tag 10. If a positive response is

received, the process would then continue as described

above

.

-20-



WO 99/05659 PCT/US98/14579

When reading out an object 32 from a tag 10, the

identifier code 3 6 and size field 38 are preferably read out

before the information field 34. This is because the size

of the information field 34 is unknown until the size field

5 38 is decoded. Knowing the size of the information field 34

is useful in determining when transfer of the information

field 34 is completed. However, the parts of the object 32

may be transmitted in any order as long as there is a way to

properly delimit the various parts.

10 Figs. 6A and 6B are block diagram schematics of an

RFID system using tags 10 with objects stored therein. In

Fig. 6A, a computer 42 sends control signals to, and

receives RFID tag data from, the interrogator 22. The

computer 42 accesses the database table 40 when necessary.

15 In Fig. 6B, the database table 40 is incorporated into the

interrogator 22.

The use of objects allows for selected actions to

be requested by the interrogator 22 and for selected control

functions to be performed by the tag 10 in response to the

20 request. The interrogator request may be viewed as a

control message. The control message includes an object

identifier code 36. One such control message is to request

that the tag 10 transmit an object 32 having the particular

identifier code 36. Another control message is to request

25 that the tag 10 respond affirmatively if it contains the

requested object 32, without actually sending the object.

Another control function may be to delete the object 32 from

the tag's memory 20. Yet another control function may be to

change the contents of the information field 34 of a
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particular object 32, such as to indicate that ownership of

the article to which the tag is secured has passed from the

store to the consumer. Yet another control function may be

to lock the object 32 in the tag's memory 20, such as by

5 altering the memory 20 of the tag 10 so that the object 32

cannot be altered or deleted. Other control functions are

within the scope of the invention.

Storing data in a tag 10 as described above has

significant advantages over existing tag data storage

10 techniques. One major advantage is that the memory

allocation scheme of the tag 10 is invisible to the

interrogator 22. That is, the interrogator 22 has no

knowledge (and needs no knowledge) about how data is stored

within the memory 2 0 of the tag 10 to communicate with the

15 tag 10 and perform desired actions with respect to the tag

data. The internal operation of the tag's IC 18 is thus

hidden and separate from the information transfer

operations. One benefit of this fact is that neither the

interrogator 22, nor its protocol, have to be changed for

20 different tag applications. This independence allows the

designer to incorporate features into the tag's IC 18

without having to change the remaining parts of the RFID

system, or the interrogator/tag communication protocol. For

example, data compression may be added to the tag's IC 18 to

25 reduce the number of stored memory bits without even

requiring the interrogator 22 to know that data compression

is performed. Data compression is particularly attractive

when RFID tags are used in applications which require

storage of large amounts of data.
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The tag/ interrogator communication protocol may be

simplified, compared to systems that use the directory

approach for managing data. A minimum of extra data is

transferred while communicating between the interrogator 22

5 and the tag 10 compared to the directory approach.

Another advantage of the tag 10 is that different

types of tags 10 may be used with the same interrogator 22.

One particular tag implementation may manage the objects 32

as a linked list. Another tag implementation may use a

10 directory allocated memory, as described above. The choice

of which approach to use would depend upon the desired cost

and complexity of the tag's memory 20.

Yet another advantage of the tag 10 is that

different tag designs having different applications may be

15 used with the same RFID system. Since the tag 10 has its

own object memory manager, data is stored independent of the

interrogator protocol. For example, referring to Figs. 3

and 5, one type of tag 10 may be used in a retail food store

for coding expiration dates on food articles in the

20 information field 34. This tag's object 32 may have an

identifier code 36 of 1001 and may manage the object using a

linked list approach. Another type of tag 10 may be used in

a retail consumer product store for tracking article

ownership. This tag's object 32 may have an identifier code

2 5 36 of 1010 and may manage the object using a directory

approach. Despite the completely different memory

management schemes, the same interrogator 22 may be used for

communicating with both types of tags 10.
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10

Alternatively, by merely modifying the

interrogation protocol, the tag design for completely

different applications may be identical, even though the

tags may have information fields 34 and size fields 38 of

different bit lengths. Further, completely different tag

designs may be used for the same application by merely using

the same identifier code 3 6 in both types of tags. This

flexibility reduces the cost of developing a product line of

tags which are used in disparate applications, and also

ensures that new designs of tags are compatible with

existing RFID systems. In contrast, data stored in the

memory of tags using a fixed memory allocation scheme must

be arranged in a predetermined manner to be compatible with

other RFID systems. In a fixed scheme, any change in the

15 tag or application may require costly changes to other parts

of the RFID system.

If desired, the size field 3 8 may be used to manage the

allocation of the tag's memory 20 for storing objects 32,

thereby maximizing the use of limited memory space. A

sixteen bit information field 34 need only take up sixteen

bits of memory space, as illustrated in Fig. 4. In

contrast, a conventional fixed memory allocation scheme

designates a fixed sized block for data, even if the data

requires less space. Since the fixed sized block must be

25 selected to accommodate the largest expected data string,

memory space will be wasted whenever the data string is

smaller than the maximum allowed string.

Yet another advantage of the tag 10 is that

information stored on the tag 10 can be reasonably well

20
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hidden, without having to rely on encryption techniques.

Encryption is costly, expensive, and adds to transaction

time.

Consider the following situation wherein the

5 information field 34 is the date of sale. If an article is

unsold, there is no date of sale and the information field

34 has a default value representing that fact (e.g.,

00/00/00) . When an article is legitimately purchased, a

date of sale is placed in the information field 34. The

10 interrogator 22 is set to trip an alarm only when a tagged

article is detected in the interrogation zone which has no

date of sale or which has a date of sale which differs from

the then current date.

A sophisticated thief wants to obtain information

15 stored on the RFID tag of a legitimately purchased article.

Since the article was legitimately purchased, the

information field 34 now contains intelligence information

indicating an actual date of sale. If the thief discovers

how to get into the contents of the information field 34,

20 the thief may be able to reprogram the tag 10 of an

unpurchased article (which is still in the store) so that

the information field 34 indicates a date of sale. The

thief may then walk past the interrogator 22 and out of the

store while carrying the article, without triggering any

25 alarms. In the present system, the thief must first

discover the identifier code 36 for the date of sale. An

identifier code 36 may be a 24 bit string. Since the thief

initially has no way of knowing what the identifier code 36

is, the thief would have to try to read all possible objects
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32 within the tag 10 and try to infer, after reading them,

which one has the date of sale information. To do so, the

thief requests the object 32 having identifier code

000000000000000000000000 (for which there may or may not be an

5 object 32), then 000000000000000000000001, then

000000000000000000000010, then 0000000000000000000011, then

000000000000000000000100, and so on, until the thief has

requested all of the objects with identifier codes 36

through 111111111111111111111111- After cycling through all of

10 the identifier codes 36, the thief will have discovered some

objects, maybe even only one. At this stage, it will be

relatively easy for the thief to deduce which object 32

contains the date of sale information. However, because

there are 24 bits in an identifier code 36, the thief will

15 has to read 2 24 different objects, or 67,108,864 different

objects, to get to this point.

Assuming that it takes about 10 milliseconds to

read each object 32 (or to find out that the requested

object does not exist) , the thief can attempt to read 100

20 objects per second. At this rate, it will take 671,089

seconds, which is equivalent to 186 hours or 7.77 days, to

read all possible objects in the tag.

To inhibit discovery of the object information,

the store may adopt a policy of periodically changing the

25 identifier code 36. One week it may be

101110010100010110111010. The next week it may be

010110101110100110101101. If the store changes the identifier

code 3 6 for the date of sale on a weekly basis, the code

-26-



WO 99/05659 PCT/US98/14579

will change faster than a thief could discover it. For

example, if the identifier code 36 is a 32 bit number, and

the thief can read as many as 1000 objects per second, it

will still take about 4 billion attempts, which will take

5 over a month, to read all of the data.

By constantly changing the identifier code 36,

tags 10 may be checked to ensure that the identifier code 36

matches the appropriate date(s) of sale. For example, an

identifier code 36 of 101110010100010110111010 may correlate

10 with dates of sale from 12/15/96 to 12/22/96, whereas an

identifier code 36 of 010110101110100110101101 may correlate

with dates of sale from 12/23/96 to 12/30/96. Even if a

thief discovered a particular identifier code 36, as well as

the coding scheme for encoding the date of sale, the thief

15 would still have to know which dates are appropriate for the

particular identifier code 36. If the thief programs a tag

10 with a date outside of the range correlated with the

particular identifier code 36, an alarm would trigger at a

store interrogator. If a thief programmed a tag 10 with a

20 date that is within the proper range, but is not the current

date, the RFID system may optionally be programmed to

trigger an alarm to alert store personnel that the tagged

article is either a previously purchased article (e.g., an

article being returned) , or an illegally programmed or

25 tagged article. Store personnel would have to further

investigate to determine which scenario exists.

-27-



WO 99/05659 PCT/US98/14579

To further thwart object discovery, the format of

the information field 34 may be also changed as a function

of time.

To further prevent the information on the tag 10

5 from being discovered and subjected to tampering, one object

32 on the tag 10 may be linked to another object on the tag

10 .

Consider the situation wherein two objects 32, and

32 2 are stored on each tag of a set of tags 10 used on

10 articles in a retail store environment. The first object

32, is the date of sale, as described above. The date of

sale may be useful in determining if the article was

actually purchased, or whether a warranty on the tagged

article is still in effect. The second object 32 2 is the

15 date of last physical inventory. The store conducts

frequent inventory checks, such as once a week, and updates

object 32 2
with the latest date during each inventory check.

When an article is sold, the date of sale is recorded in

object 32 x . For every sold article, there will be a

20 predetermined relationship between the date in object 32,

and the date in object 32 2 . In the example of weekly

inventory checks, the two dates should never be more than

seven days apart

.

Assuming now that a sophisticated thief discovered

25 how to manipulate the first object 32,. The thief can now

insert sale dates to make an unsold article appear to be

sold (to shoplift the article, as discussed above)
,
or to

make an article sold a long time ago appear to be recently

sold (to bring a broken article within a warranty period, or
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to return an article after the return period has expired)

.

However, the thief is not necessarily aware that the first

object 32i must be corroborated with a second object 32 2 to

avoid triggering an alarm or alerting the store to a

5 discrepancy. Thus, the thief may manipulate the first

object 32 x in a manner that is inconsistent with the second

object 32 2 and the stored corroboration therebetween. For

example, the thief may change the first object 32 x so that

the sale date of an article that actually sold on 2/15/96

10 now reads 2/15/97, while being unaware that the date of last

physical inventory is also stored on the tag 10 and reads

2/13/96. Since the time between the actual sale date and

the last inventory check should always be seven days or

less, and the article being returned shows a date difference

15 of more than one year, the store knows that the tag 10 may

have been subjected to tampering. Object linking thus can

be used to thwart the efforts of even sophisticated thieves

or insiders who may learn how to read and alter selected

objects 32.

20 Fig. 7 is a flowchart of the basic process for

detecting whether a tag 10 having two or more linking

objects 32 was subjected to tampering. Two or more objects

32 are read from a tag 10 (step 100) .
Next, data is

retrieved which defines the linkage between the plural

25 objects 32 (step 200) . The data may be stored in an

interrogator, external computer, or in the tag 10 itself.

Next, the linkage is checked to see if it is still intact

(step 3 00) . If not, an alarm condition is indicated (step

400) and store personnel investigates the matter in detail.
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One implementation of this process is to use a comparator in

the interrogator or store computer to retrieve linkage or

corroboration data from a memory location. The comparator

checks that the information fields 34 of the linked objects

5 32 bear the appropriate relationship therebetween. Other

implementations of object linkage are within the scope of

the invention.

As described above, the security tags 10 are

associated with predefined items in the form of articles,

10 and the tags 10 are attached directly to each article or to

the packaging of each article. This embodiment of the

invention is useful for an RFID system. Alternatively, the

invention may be used in other types of systems which use

security tags 10. Some examples include a library checkout

15 system having tagged library articles, a personal

identification system wherein persons wear tagged badges and

obtain access to selected areas based upon information

stored in their badges, and a baggage handling system

wherein luggage is individually tagged.

20 It will be appreciated by those skilled in the art

that changes could be made to the embodiments described

above without departing from the broad inventive concept

thereof. It is understood, therefore, that this invention

is not limited to the particular embodiments disclosed, but

25 it is intended to cover modifications within the spirit and

scope of the present invention as defined by the appended

claims.
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CLAIMS

1. A memory for a radio frequency identification

(RFID) tag, the memory including one or more objects, each

object including:

(i) an information field containing

intelligence information regarding an item;

(ii) an identifier code representing the

type of intelligence information in the information field;

and

(iii) a size field representing the size of

the intelligence information in the information field.

2. A security tag associated with an item, the

security tag including an integrated circuit having a memory

for storing one or more objects and for outputting one or

more of the objects as a response signal upon interrogation

of the security tag by a selected interrogation signal, each

ob j ect including

:

(i) an information field containing

intelligence information regarding the item;

(ii) an identifier code representing the

type of intelligence information in the information field;

and

(iii) a size field representing the size of

the intelligence information in the information field.

3 . A security tag associated with and attached to

an item, the security tag including:
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(a) a resonant circuit for use in detecting the

presence of the item by receiving an interrogation signal

and returning a response signal, and

(b) an integrated circuit connected to the

resonant circuit, the integrated circuit having a memory for

storing one or more objects and adapted to output one or

more of the objects as the response signal upon

interrogation of the security tag by a selected

interrogation signal, each object including:

(i) an information field containing

intelligence information regarding the item;

(ii) an identifier code representing the

type of intelligence information in the information field;

and

(iii) a size field representing the size of

the intelligence information in the information field.

4. A surveillance system comprising:

(a) a security tag associated with and

attached to an item, the security tag including:

(i) a resonant circuit for use in

detecting the presence of the item by receiving an

interrogation signal and returning a response signal, and

(ii) an integrated circuit connected to

the resonant circuit and having a memory for storing one or

more information blocks and for outputting one or more of

the information blocks as the response signal upon

interrogation of the security tag by a selected

interrogation signal, each information block including
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intelligence information regarding the item, an identifier

code representing the type of intelligence information in

the information block, and a size code representing the size

of the intelligence information;

(b) an interrogator for outputting the

selected interrogation signal and receiving the response

signal

;

(c) a computer connected to the interrogator

for directing the interrogator to output a selected

interrogation signal and for interpreting the response

signal, the computer accessing a table of identifier codes

and respective types of intelligence information.

5 . A surveillance system according to claim 4

wherein the memory stores two information blocks, and the

computer further comprises a memory for storing data

representing an expected relationship between the two

information blocks, and a comparator for comparing the two

information blocks to determine whether the expected

relationship exists.

6 . A method for communicating between an

interrogator of a surveillance system and a security tag

associated with an item, the security tag including an

integrated circuit having a memory for storing one or more

objects, each object including an information field

containing intelligence information regarding the item, an

identifier code representing the type of intelligence

information in the information field, and a size field
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representing the size of the intelligence information in the

information field, the method comprising the steps of:

(a) transmitting a request signal from the

interrogator, the request signal containing an object

identifier code;

(b) receiving the request signal in a security

tag;

(c) searching the security tag memory to

determine whether the requested object is stored therein;

and

(d) transmitting at least the information field

and the size field of the requested object if the requested

object is stored in the security tag memory, the

transmission being received by the interrogator.

7. The method according to claim 6 wherein step

(d) comprises transmitting the entire requested object if

the requested object is stored in the security tag.

8. A protocol for interaction between an

interrogator of a surveillance system and a security tag

associated with an item, the security tag including an

integrated circuit having a memory for storing one or more

objects, each object including an information field

containing intelligence information regarding the associated

item, an identifier code representing the type of

intelligence information in the information field, and a

size field representing the size of the intelligence
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information in the information field, the method comprising

the steps of:

(a) transmitting a control message from the

interrogator, the control message containing an object

identifier code;

(b) receiving the control message in a security

tag;

(c) searching the security tag to determine

whether the object to which the object identifier code

pertains is stored in the security tag; and

(d) performing a control function if the object

is stored in the security tag.

9 . The method according to claim 8 wherein the

control function is for the security tag to transmit the

object

.

10. The method according to claim 8 wherein the

control function is to delete the object from the memory of

the security tag.

11. The method according to claim 8 wherein the

control function is to alter the memory of the security tag

so that the object cannot be deleted.

12. The message according to claim 8 wherein the

control function is to change the contents of the

information field of the object stored in the memory of the

security tag.
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